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1. Drag & drop your photo onto 
the slide. 

2. Resize & crop so the key part 
of the photo will show up 
here. You will want the 
picture to go to ALL THE WAY 
to the top, bottom, and left 
side. On the right, position it 
so it only just barely covers 
the red line. 

IMPORTANT: Only resize photos 
using the CORNER SQUARE to 
maintain proportions (never have 
distorted photos in your slides). 
Use that to get the HEIGHT you 
need (so it touches the top and 
bottom of the slide. Use CROP
(double click the photo and it will 
show up under “picture format” 
tab) to get the photo to the 
WIDTH you need. 

Always Ask Questions

Interrupt me

This is a two-way conversation 
let’s learn from each other’s 
experiences
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THE BASIC 
TERMINOLOGY



WHAT IS ENCRYPTION?





Type Usage Things to Note

Transparent Data 
Encryption (TDE)

Database Level
Data at Rest, Decrypted while in 
motion from Memory
to Storage processor.

Column Level Encryption Column Level
DBA Can Get to Data, SQL Knows 
the Keys

Dynamic Data Masking Column Level Not Really Encryption

Always Encrypted Column Level
Encrypted Everywhere For 
Everyone



WHAT & 
HOW IT 
WORKS



ALWAYS 
ENCRYPTED

SQL 2016 
SP1 

STANDARD
Block DBA’s

No Code 
Changes 
Needed*

Encrypted 
as it is SENT 

to 
application
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Deterministic

ABCACBACB

WHERE clauses, 
GROUP BY and 

JOINS

Indexes

Randomized

ABCACBACB, 
BBBCCAA, or 
CCCAAABBB

More Secure

Non-Searchable





AE 
GOTCHAS



Distributed 
Queries (linked 

servers)

No Default Or 
Check 

Constraints

No Partition
Columns

Columns 
Reference By 

Computed 
Columns

No 
Transactional/ 

Merge 
Replication  

Aggregations

Columns with 
the IDENTITY 

property
No Triggers



KEYS



1. Drag & drop your photo onto 
the slide. 

2. Resize & crop so the key part 
of the photo will show up 
here. You will want the 
picture to go to ALL THE WAY 
to the top, bottom, and right 
side. On the right, position it 
so it only just barely covers 
the red line. 

IMPORTANT: Only resize photos 
using the CORNER SQUARE to 
maintain proportions (never have 
distorted photos in your slides). 
Use that to get the HEIGHT you 
need (so it touches the top and 
bottom of the slide. Use CROP
(double click the photo and it will 
show up under “picture format” 
tab) to get the photo to the 
WIDTH you need. 

Column Encryption Key (CEK)

Column Master Keys (CMK)



ENCRYPT DECRYPT

Plain Text Ciphertext Plain Text

Sender Recipient

Shared Secret Key



ENCRYPT DECRYPT

Plain Text Ciphertext Plain Text

Sender Recipient

Recipients Public Key Recipients Private Key









Two certificate 
locations: local 

machine or current 
user

Key store exists on 
each machine 
hosting your 
application
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SECURE 
ENCLAVES



An enclave is a protected region of memory that acts 
as a trusted execution environment. 
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Pattern Matching

Range Comparisons

Sorting

DBCC traceon (127,-1)
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In-Place Encryptions

Initial Data Encryption

Rotating a Column Encryption Key

Changing a Data Type of an 
Encrypted Column



Application 
queries the 

data

The  driver 
works with the 

Database Engine 
to determine 

which encrypted 
columns should 

be encrypted

The driver 
contacts the 

key store, 
containing the 
column master 

key

Column 
encryption 

key is cached 
for 

subsequent 
calls

The driver 
decrypts the 
results and 

returns 
plaintext 

values



USING 
ALWAYS 
ENCRYPTED



SSMS 18.0 or HIGHER



ALWAYS 
ENCRYPTED

SSMS uses .NET 4.6 so 
you can pass in the 
necessary encryption 
options. SSMS uses 
the connection string 
to access the Master 
Key and return the 
data in its decrypted 
format.



ALWAYS 
ENCRYPTED

SSMS uses .NET 4.6 so 
you can pass in the 
necessary encryption 
options. SSMS uses 
the connection string 
to access the Master 
Key and return the 
data in its decrypted 
format.



Database Permissions

VIEW ANY COLUMN MASTER KEY 
DEFINITION

VIEW ANY COLUMN ENCRYPTION KEY 
DEFINITION

These permissions are required to access 
the metadata about Always Encrypted keys 
in the database.

string connectionString = "Data Source=server63; 
Initial Catalog=Clinic; Integrated Security=true; 
Column Encryption Setting=enabled"; 
SqlConnection connection = new 
SqlConnection(connectionString);



string connectionString = "Data Source=server63; 
Initial Catalog=Clinic; Integrated Security=true; 
Column Encryption Setting=enabled"; SqlConnection 
connection = new SqlConnection(connectionString);

Database Permissions

VIEW ANY COLUMN MASTER KEY 
DEFINITION

VIEW ANY COLUMN ENCRYPTION KEY 
DEFINITION

These permissions are required to access 
the metadata about Always Encrypted keys 
in the database.





MSDN
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-
encrypted-database-engine?view=sql-server-2017

Secure Enclaves https://docs.microsoft.com/en-us/sql/relational-
databases/security/encryption/configure-always-encrypted-enclaves?view=sqlallproducts-
allversions#configure-a-secure-enclave

TDE
https://docs.microsoft.com/en-us/sql/relational-
databases/security/encryption/transparent-data-encryption?view=sql-server-2017

Aaron Bertrand Blog
https://blogs.sentryone.com/aaronbertrand/t-sql-tuesday-69-always-encrypted-
limitations/

https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-database-engine?view=sql-server-2017
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/configure-always-encrypted-enclaves?view=sqlallproducts-allversions#configure-a-secure-enclave
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/transparent-data-encryption?view=sql-server-2017
https://blogs.sentryone.com/aaronbertrand/t-sql-tuesday-69-always-encrypted-limitations/


ARE YOU 
GOING TO 
GIVE AE A TRY?
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